
This curriculum guide was designed to help you plan your studies in the 120-credit bachelor’s 
degree programs. To earn a SANS.edu bachelor’s degree, you’ll need to complete 70 credit 
hours at a community college and/or 4-year institution, plus 50 credit hours at SANS.edu. 

Bachelor’s Degrees in Applied Cybersecurity 
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Curriculum Guide
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A total of 70 credits from outside of 
SANS.edu are required to be brought 
into your bachelor’s degree.

While specific “major” courses are not 
required, 31 of the 70 transferable 
credits must meet the Maryland General 
Education Requirements.

TOTAL GENERAL EDUCATION CREDITS

p1SANS.edu/bacs

Earn a Bachelor of Science  
in Applied Cybersecurity 

from SANS.edu

Earn a Bachelor of Professional 
Studies in Applied Cybersecurity  

from SANS.edu

Start at a Community 
College or 4-Year College

Earn 70 credits from any accredited 
insitution(s), which include 31 credits 

that meet the Maryland General  
Education Requirements (below).

You can begin at SANS.edu once you’ve 
earned 60 of the 70 required credits.

Bachelor of Science (BS) 
in Applied Cybersecurity

10 courses 

9 GIAC certifications

Internship

See reverse for details.

Complete 50 credits at SANS.edu Complete 50 credits at SANS.edu

Start at a Community College

Bachelor of Professional Studies (BPS) 
in Applied Cybersecurity

Earn 70 credits, which muct include 
an AAS degree and 31 credits from 

any accredited insitution(s) that meet 
the Maryland General Education 

Requirements (below).    

You can begin at SANS.edu after  
you’ve earned your AAS degree and 

completed 60 of the 70 required credits.

GENERAL EDUCATION REQUIREMENTS

10 courses 

9 GIAC certifications

Internship

See reverse for details.

https://www.sans.edu/academics/applied-cybersecurity-bachelors-degree
https://www.sans.edu/


SANS.edu Suggested Course Sequence

Bachelor’s Degrees in Applied Cybersecurity 
Curriculum Guide

Junior Year 

8-week term

8-week term

8-week term

8-week term

6

4

3

6

6

Security Foundations | SEC 275 + GFACT

Introduction to Cybersecurity | SEC 301 + GISF

Effective Cyber Writing and Speaking | SEC 402 & SEC 403

Security Essentials | SEC 401 + GSEC

Incident Handling and Hacker Exploits  | SEC 504 + GCIH

BACS 3275

BACS 3301

BACS 3402

BACS 3401

BACS 3504

Senior Year

8-week term

8-week term

8-week term

8-week term

20-week term
alongside last two
elective course terms

4

3

6

3

3

6

Automating Information Security with Python | SEC 573 + GPYC

Upper Division Specialization Elective | GIAC certification

Intrusion Detection In-Depth | SEC 503 + GCIA

Upper Division Specialization Elective | GIAC certification

Upper Division Specialization Elective | GIAC certification

Internet Storm Center Internship

BACS 3573

ACS 4xxx

BACS 4503

ACS 4xxx

ACS 4xxx

BACS 4499

Upper Division Specialization Elective Options (choose 3)

Cyber Defense 
• ACS 4487: Open-Source Intelligence (OSINT) Gathering and Analysis | SEC 487 + GOSI
• ACS 4501: Advanced Security Essentials | SEC 501 + GCED
• ACS 4505: Securing Windows and PowerShell Automation | SEC 505 + GCWN
• ACS 4511: Continuous Monitoring and Security Operations | SEC 511 + GMON

Penetration Testing 
• ACS 4460: Enterprise and Cloud | Threat Vulnerability Assessment | SEC 460 + GEVA
• ACS 4542: Web App Penetration Testing and Ethical Hacking | SEC 542 + GWAPT
• ACS 4560: Network Penetration Testing and Ethical Hacking | SEC 560 + GPEN
• ACS 4575: Mobile Device Security and Ethical Hacking | SEC 575 + GMOB

Security Management
• ACS 4566: Implementing and Auditing the Critical Security Controls In-Depth | SEC 566 + GCCC

Digital Forensics and Incident Response
• ACS 4498: Battlefield Forensics & Data Acquisition | FOR 498 + GBFA
• ACS 4500: Windows Forensic Analysis | FOR 500 + GCFE
• ACS 4508: Advanced Incident Response, Threat Hunting, and Digital Forensics | FOR 508 + GCFA

Cloud Security
• ACS 4488: Cloud Security Essentials | SEC 488 + GCLD
• ACS 4588: Cloud Penetration Testing | SEC 588 + GCPN
• ACS 4510: Public Cloud Security: AWS, Azure, and GCP | SEC 510 + GPCS
• ACS 4522: Defending Web Applications Security Essentials | SEC 522 + GWEB
• ACS 4540: Cloud Security and DevOps Automation | SEC 540 + GCSA

Industrial Control Systems Security
• ACS 4410: ICS/SCADA Security Essentials | ISC 410 + GICSP

Credits

Credits

p2SANS.edu/bacs

TOTAL SANS.EDU CREDITS 50

https://www.sans.org/cyber-security-courses/introduction-cyber-security/
https://www.giac.org/certification/information-security-fundamentals-gisf
https://www.sans.org/cyber-security-courses/cyber-security-writing-hack-the-reader/
https://www.sans.org/cyber-security-courses/effective-security-presentations/
https://www.sans.org/cyber-security-courses/security-essentials-bootcamp-style/
https://www.giac.org/certification/security-essentials-gsec
https://www.sans.org/cyber-security-courses/hacker-techniques-exploits-incident-handling/
https://www.giac.org/certification/certified-incident-handler-gcih
https://www.sans.org/cyber-security-courses/automating-information-security-with-python/
https://www.giac.org/certification/python-coder-gpyc
https://www.sans.org/cyber-security-courses/intrusion-detection-in-depth/
https://www.giac.org/certification/certified-intrusion-analyst-gcia
https://www.sans.org/cyber-security-courses/open-source-intelligence-gathering/
https://www.giac.org/certification/open-source-intelligence-gosi
https://www.sans.org/cyber-security-courses/advanced-security-essentials-enterprise-defender/
https://www.giac.org/certification/certified-enterprise-defender-gced
https://www.sans.org/cyber-security-courses/securing-windows-with-powershell/
https://www.giac.org/certification/certified-windows-security-administrator-gcwn
https://www.sans.org/cyber-security-courses/continuous-monitoring-security-operations/
https://www.giac.org/certification/continuous-monitoring-certification-gmon
https://www.sans.org/cyber-security-courses/enterprise-cloud-threat-vulnerability-assessment/
https://www.giac.org/certification/enterprise-vulnerability-assessor-geva
https://www.sans.org/cyber-security-courses/web-app-penetration-testing-ethical-hacking/
https://www.giac.org/certification/web-application-penetration-tester-gwapt
https://www.sans.org/cyber-security-courses/network-penetration-testing-ethical-hacking/
https://www.giac.org/certification/penetration-tester-gpen
https://www.sans.org/cyber-security-courses/mobile-device-security-ethical-hacking/
https://www.giac.org/certification/mobile-device-security-analyst-gmob
https://www.sans.org/cyber-security-courses/implementing-auditing-cis-critical-controls/
https://www.giac.org/certification/critical-controls-certification-gccc
https://www.sans.org/cyber-security-courses/battlefield-forensics-and-data-acquisition/
https://www.giac.org/certification/battlefield-forensics-acquisition-gbfa
https://www.sans.org/cyber-security-courses/windows-forensic-analysis/
https://www.giac.org/certification/certified-forensic-examiner-gcfe
https://www.sans.org/cyber-security-courses/advanced-incident-response-threat-hunting-training/
https://www.giac.org/certification/certified-forensic-analyst-gcfa
https://www.sans.org/cyber-security-courses/cloud-security-essentials/
https://www.giac.org/certification/cloud-security-essentials-gcld
https://www.sans.org/cyber-security-courses/cloud-penetration-testing/
https://www.giac.org/certification/cloud-penetration-tester-gcpn
https://www.sans.org/cyber-security-courses/public-cloud-security-aws-azure-gcp/
https://www.giac.org/certification/public-cloud-security-gpcs
https://www.sans.org/sans-foundations/
https://www.giac.org/certification/foundational-cybersecurity-technologies-gfact
https://www.sans.org/cyber-security-courses/defending-web-applications-security-essentials/
https://www.giac.org/certification/certified-web-application-defender-gweb
https://www.sans.org/cyber-security-courses/cloud-security-devsecops-automation/
https://www.giac.org/certification/cloud-security-automation-gcsa
https://www.sans.org/cyber-security-courses/ics-scada-cyber-security-essentials/
https://www.giac.org/certification/global-industrial-cyber-security-professional-gicsp
https://www.sans.edu/academics/applied-cybersecurity-bachelors-degree
https://www.sans.edu/



